Callum Cameron

(+44) 7906 828842 | CCallum596@gmail.com | Edinburgh | LinkedIn | Website | GitHub

PROFESSIONAL SUMMARY

First Class Cyber Security and Digital Forensics graduate with experience in threat detection, intrusion detection
systems, malware analysis, and security engineering through academic and industry projects. Proficient in Python,
Linux, AWS, Docker, and SIEM technologies, with a strong interest in Security Operations, Incident Response, and
Threat Detection.

EDUCATION

BEng Cyber Security and Forensics (First Class Honours) 2026
Edinburgh Napier University | Graduated top of class (University Class Award 2026)

PROJECTS

Federated Learning IDS (Dissertation) | PyTorch, Flower, Python, Docker Sep 2025 - Apr 2026

e Developed a federated IDS, training on 946,000 network flows achieving >99% detection accuracy.
e Compared centralised and federated learning approaches.
e Produced a dissertation manuscript currently being prepared for academic publication.

Industry Project (WWT) | LLMs, Cybersecurity, Prompt Engineering Sep 2024 - Dec 2024

e Evaluated multiple large language models for generating cybersecurity runbooks, workflow diagrams, and
recovery documentation for enterprise use.

e Assessed output accuracy, hallucination risk, formatting reliability, and security implications across public and
private Al models.

e Presented findings and recommendations as part of a six-person industry collaboration with World Wide
Technology (WWT).

Cloud-Based Malware Analysis Lab | AWS, Linux, Python Sep 2024 - Dec 2024

e Built an isolated AWS malware analysis sandbox using EC2 and VPC to safely analyse malicious software.
e Investigated botnet command-and-control (C2) traffic to identify malicious network behaviour.
e Applied cloud security and network analysis techniques to support malware detection.

WORK EXPERIENCE

Teaching assistant (Data Analytics) Sep 2025 - Dec 2025
Edinburgh Napier University Edinburgh Scotland

e Assisted students with Python, SQL, and data analytics concepts during practical lab sessions.
e Provided guidance, helping students troubleshoot technical problems and improve coursework.
e Supported academic staff in delivering laboratory sessions and maintaining an effective learning environment.

Customer Assistant 2021 - Present
Marks & Spencer Perth Scotland

o Delivered excellent customer service in a fast paced retail environment while resolving customer queries.
e Worked collaboratively with colleagues to maintain stock availability and efficient store operations.
e Managed multiple priorities under pressure while maintaining accuracy and attention to detail.

TECHNICAL SKILLS

Languages | Python, JavaScript, Java, C/C++, SQL

Security | Kali Linux, Burp Suite, Wireshark, PTES, Malware Analysis, Threat Detection, Metasploit, Nmap, Splunk
Networking | TCP/IP, DNS, HTTP, TLS

Developer Tools | Git, Docker, Visual Studio Code, PyCharm, Eclipse, Linux, Claude Code, AWS

Libraries | Pandas, NumPy, Matplotlib, Flower, PyTorch, Scapy
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